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Hardware Verification

Design 
Specification

Verification Plan
• Features to be verified
• Verification Methods & Scenarios

Testbench
• Stimulus/Test cases
• Checking/Assertions
• Coverage/Statistics

Analyze Results
• Debug Failures
• Fill coverage

Functional 
Verification

Threat 
Modeling

Verification Plan
• Security properties
• Verification Methods & Scenarios

Testbench
• Security transactions, 

behaviors, and events
• Security-centric tests

Analyze Results
• Assess vulnerability
• Debug
• Redesign & Reverify

Security 
Verification

Key Difference: Need to Specify the Threat Model!



Security Properties
• Formal specification of  security requirements & threat model
• Test Driven Development** 

Security Verification
• Formal methods, simulation, emulation, run-time checks
• Leverage existing design tools as much as possible
• Automatic Property Refinement, e.g., “Properties First?” ***
* W. Hu, A. Althoff, A. Ardeshiricham, and R. Kastner, “Towards Property Driven Hardware Security“, Microprocessor Test and Verification Conference 2016 (pdf)
** K. Beck. Test Driven Development: By Example. Addison-Wesley, 2002.
*** J. Urdahl, S. Udupi, T. Ludwig, D. Stoffel and W. Kunz , “Properties First? A New Design Methodology for Hardware, and its Perspectives in Safety Analysis”, ICCAD 2016

Property Driven Hardware Security*

http://kastner.ucsd.edu/wp-content/uploads/2013/08/admin/mtv16-property_security.pdf


Hardware Security Coverage
• How do you know your properties are complete? 

• How do you know if  your testbench is sufficient? 

• How do you leverage extensive, existing hardware verification tools?

Get CWE-IFT!





Information Flow Tracking (IFT)

Source: Which design signals should 
information be tracked from?

Destination: Which design signals should 
information not flow to? 

Rule fails if  source information reaches 
destination

Time

Source

Destination

{ Source Signal Set }
=/=> { Destination Signal Set }

Wei Hu, Armaiti Ardeshiricham, and Ryan Kastner, “Hardware Information Flow Tracking”, to appear ACM Computing Surveys (pdf)

http://kastner.ucsd.edu/wp-content/uploads/2020/12/admin/hw_ift_survey.pdf


Copyright: Rick and Morty

1) Identify CWEs related to 
threat model 

2) List assets and 
conditions 

3) Write properties

4) Get CWE-IFT!

CWE-IFT



1) Identify CWEs

Also, CWEs 1258, 1269, 1272, …



2) List Assets & Conditions
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Reset

Condition: RESET

Example Information Flow Property

Information from controller originating during 
reset mode will never flow to the peripheral. 

CWEs 1269, 1272

‘sig_from_C‘ (source)
when (RST == 0) (track condition)
=/=>            (no-flow operator)
‘sig_to_P‘ (destination)

Example Trace Property

Controller receives the baseline AXI signals 
while the ACW is in reset mode. 

CWEs 1258, 1271

‘sig_to_C‘ == ‘val‘ (value check)
|| (RESET != 1)     (condition)

Properties

Access Control Wrapper Repository: https://github.com/KastnerRG/Access_Control_ext

3) Write Properties

https://github.com/KastnerRG/Access_Control_ext


Conclusion

• Security Verification != Functional Verification
• Security Coverage ?= Functional Coverage
• Security Coverage Metrics!? 

1) Identify CWEs
2) List Assets & Conditions
3) Write Properties
4) Get CWE-IFT!
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